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Who am i

ÂPassion in hacking, security, intelligence and telecommunciations

ÂCTO & Founder at PrivateWAVE . We do mobile voice encryption

ÂPlaying with security since ô95 as ñnaifò

ÂPlaying with mobile since 2005
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Mobile phones today

Â Mobile phones changed our life in past 15 

years (GSM & CDMA)

ÉMobile phones became the most personal and 

private item we own

Â Mobile smartphones change our digital life in 

past 5 years

ÉGrowing computational power of ñphonesò

ÉDiffusion of high speed mobile data networks

ÉReal operating systems run on smartphones

Introduction
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Mobile phones today

Introduction
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Itõs something personal

Â Mobile phones became the most personal 

and private item we own

Â Get out from home and you take:

ÉHouse & car key

É Portfolio

ÉMobile phone

Introduction



Itõs something critical

É phone call logs

É addressbook

É emails

É sms

ÉMobile browser 

history

É documents

É calendar

É Voice calls cross 

trough it (volatile but 

non that much)

ÉCorporate network 

access

ÉGPS tracking data

Mobile Security ïFabio Pietrosanti 8

Introduction
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Difference between mobile 
security & IT security

Mobile Security
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Too much trust
Â Trust between operators

Â Trust between the user and the operators

Â Trust between the user and the phone

Â Still low awareness of users on security risks

Difference between mobile security & IT Security
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Too difficult to deal with 

Â Low level communication protocols/networks are 

closed (security trough entrance barrier)

Â Too many etherogeneus technologies, no single way 

to secure it

É Diffused trusted security but not omogeneous use 

of trusted capabilities

Â Reduced detection capability of attack & trojan

Difference between mobile security & IT Security
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Too many sw/hw platforms

Â Nokia S60 smartphones

É Symbian/OS coming from Epoc age (psion)

Â Apple iPhone

É iPhone OS - Darwin based, as Mac OS X - Unix

Â RIM Blackberry

É RIMOS ïproprietary from RIM

Â Windows Mobile (various manufacturer)

É Windows Mobile (coming from heritage of PocketPC)

Â Google Android

É Linux Android (unix with custom java based user operating 

environment)

Difference between mobile security & IT Security
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Vulnerability management

Â Patching mobile operating system is difficult

ÉCarrier often build custom firmware, itôs at their 

costs and not vendor costs

É Only some environments provide easy OTA 

software upgrades

É Almost very few control from enterprise 

provisioning and patch management perspective

É Drivers often are not in hand of OS Vendor

É Basend Processor run another OS

É Assume that some phones will just remain buggy

Difference between mobile security & IT Security
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Vulnerability count

Difference between mobile security & IT Security

Source: iSec
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Mobile Device Security

Mobile Security
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Devices access and authority
Â All those subject share authority on the device

É OS Vendor/Manufacturer (2)

É Carrier (1)

É User

É Application Developer

(1) Etisalat operator-wide spyware installation for Blackberry

http://www.theregister.co.uk/2009/07/14/blackberry_snooping/

(2) Blackberry banned from france government for spying risks

http://news.bbc.co.uk/2/hi/business/6221146.stm

Mobile Device Security

http://www.theregister.co.uk/2009/07/14/blackberry_snooping/
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Reduced security by hw design

Â Poor keyboard  ->

Â Poor password

Type a passphrase:

P4rtyn%!ter.nd@ô01

Mobile Device Security

http://www.airprobe.org
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Reduced security by hw design
Â Poor screen, poor control

Â User diagnostic capabilities 

are reduced. No easy 

checking of whatôs going on

Â Critical situation where user 

analysis is required are 

difficult to be handled (SSL, 

Email)

Mobile Device Security
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Mobile security model ð
old school

Â Windows Mobile and Blackberry application 

É Authorization based on digital signing of 

application

É Everything or nothing

ÉWith or without permission requests

É Limited access to filesystem

Â No granular permission fine tuning
Cracking blackberry security model with 100$ key
http://securitywatch.eweek.com/exploits_and_attacks/cracking_the_blackberry_with_a_10

0_key.html

Mobile Device Security
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Mobile security model ð
old school but Enterprise

Â Windows Mobile 6.1 (SCMDM) and 

Blackberry (BES)

ÉDeep profiling of security features for centrally 

managed devices

Able to download/execute external application

Able to use different data networks

Force device PIN protection

Force device encryption (BB)

Profile access to connectivity resources (BB)

Mobile Device Security
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Mobile security model ð
iPhone

Â Heritage of OS X Security model

Â Centralized distribution method: appstore

Â Technical application publishing policy

Â Non-technical application publishing policy

AppStore ñisò a security feature

Â NO serious enterprise security provisioning

Mobile Device Security
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Mobile security model ð
Android / Symbian

Â Sandbox based approach (data caging)

Â Users have tight control on application permissions

É Symbian so strict on digital signature enforcement but 

not on data confidentiality

É Symbian require different level of signature depending 

on capability usage

Â Android support digital signing with self-signed 

certificates but keep java security model

É A lot of third party security application

Â NO serious enterprise security provisioning

Mobile Device Security
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Brew & NucleOS

Â Application are provided *exclusively* from mnu 

facturer and from operator

Â Delivery is OTA trough application portal of operator

Â Full trust to carrier

Mobile Device Security
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Development language security

Â Development language/sdk security features 

support are extremely relevant to increase 

difficulties in exploiting

Mobile Device Security

Blackberry RIMOS J2ME MIDP 2.0 No native code

Iphone Objective-C NX Stack/heap

protection

Windows Mobile .NET / C++ GS enhanced security

Nokia/Symbian C++ Enhanced memory

management

Android/Linux Java & NDK Java security model
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Mobile Hacking 
&

Attack vector

Mobile Security



Mobile Security ïFabio Pietrosanti 26

Mobile security research

Â Mobile security research exponentially 

increased in past 2 years 
É DEFCON (USA), BlackHat (USA, Europe, Japan), CCC(DE), 

ShmooCon (USA), YSTS (BR), HITB (Malaysia), 

CansecWest (CAN), EuSecWest)NL, GTS(BR), Ekoparty 

(AR), DeepSec (AT) *CLCERT data

Â Hacking environment is taking much more 

interests and attention to mobile hacking

Â Dedicated security community: 

É TSTF.net  , Mseclab ,  Tam hanna

Mobile Hacking & Attack Vector
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Mobile security research - 2008
É DEFCON 16 - Taking Back your Cellphone Alexander Lash

É BH DC / BH Europe ïIntercepting Mobile Phone/GSM Traffic 

David Hulton, Steveï

É BH Europe - Mobile Phone Spying Tools Jarno Niemeläï

É BH USA - Mobile Phone Messaging Anti-Forensics Zane Lackey, 

Luis Miras

É Ekoparty - Smartphones (in)security Nicolas Economou, Alfredo 

Ortega 

É BH Japan - Exploiting Symbian OS in mobile devices Collin 

Mullinerï

É GTS-12 - iPhone and iPod Touch Forensics Ivo Peixinho

É 25C3ïHacking the iPhone - MuscleNerd, pytey, planetbeing

É 25C3 Locating Mobile Phones using SS7 ïTobias EngelïAnatomy of 

smartphone hardware Harald Welte 

É 25C3 Running your own GSM network ïH. Welte, Dieter Spaar

É 25C3 Attacking NFC mobile phones ïCollin Mulliner

Mobile Hacking & Attack Vector
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Mobile security research 2009 (1)
É ShmooCon Building an All-Channel Bluetooth Monitor Michael 

Ossmann and Dominic Spill 

É ShmooCon Pulling a John Connor: Defeating Android Charlie Miller

É BH USAïAttacking SMS - Zane Lackey, Luis Miras ï

É BH USA Premiere at YSTS 3.0 (BR)

É BH USA Fuzzing the Phone in your Phone - Charlie Miller, Collin Mulliner

É BH USA Is Your Phone Pwned? - Kevin Mahaffey, Anthony Lineberry & 

John Heringï

É BH USA Post Exploitation Bliss ï

É BH USA Loading Meterpreter on a Factory iPhone - Vincenzo Iozzo & 

Charlie Millerï

É BH USA Exploratory Android Surgery - Jesse Burns

É DEFCON 17ïJailbreaking and the Law of Reversing - Fred Von Lohmann, 

Jennifer Granickï

É DEFCON 17 Hacking WITH the iPod Touch - Thomas Wilhelm 

É DEFCON 17 Attacking SMS. It's No Longer Your BFF - Brandon Dixon

É DEFCON 17 Bluetooth, Smells Like Chicken - Dominic Spill, Michael 

Ossmann, Mark Steward

Mobile Hacking & Attack Vector
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Mobile security research 2009 (2)
É BH EuropeïFun and Games with Mac OS X and iPhone Payloads - Charlie 

Miller and Vincenzo Iozzoï

É BH Europe Hijacking Mobile Data Connections - Roberto Gassirà and 

Roberto Piccirilloï

É BH Europe Passports Reloaded Goes Mobile - Jeroen van Beek

É CanSecWestïThe Smart-Phones Nightmare Sergio 'shadown' Alvarez 

É CanSecWest - A Look at a Modern Mobile Security Model: Google's 

Android Jon Oberheideï

É CanSecWest - Multiplatform iPhone/Android Shellcode, and other smart 

phone insecurities Alfredo Ortega and Nico Economou

É EuSecWest - Pwning your grandmother's iPhone Charlie Millerï

É HITB Malaysia - Bugs and Kisses: Spying on Blackberry Users for 

FunSheran GunasekeraïYSTS 3.0 / 

É HITB Malaysia - Hacking from the Restroom Bruno Gonçalves de Oliveira

É PacSec - The Android Security Story: Challenges and Solutions for Secure 

Open Systems Rich Cannings & Alex Stamos

Mobile Hacking & Attack Vector
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Mobile security research 2009 (3)
É DeepSec - Security on the GSM Air Interface David Burgess, Harald Welte

É DeepSec - Cracking GSM Encryption Karsten Nohlï

É DeepSec - Hijacking Mobile Data Connections 2.0: Automated and 

Improved Roberto Piccirillo, Roberto Gassiràï

É DeepSec - A practical DOS attack to the GSM network Dieter Spaar

Mobile Hacking & Attack Vector
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Attack layers

Â Mobile are attacked at following layers

É Layer2 attacks (GSM, UMTS, WiFi)

É Layer4 attacks (SMS/MMS interpreter)

É Layer7 attacks (Client side hacking)

Layer3 (TCP/IP) is generally protected by mobile 

operators by filtering inbound connections

Mobile Hacking & Attack Vector
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Link layer security - GSM

Â GSM has been cracked with                          

2k USD hw equipment

É http://reflextor.com/trac/a51 - A51 

rainbowtable cracking software 

É http://www.airprobe.org - GSM interception 

software

É http://www.gnuradio.org - Software defined 

radio

É http://www.ettus.com/products - USRP2 ï

Cheap software radio

Mobile Hacking & Attack Vector

http://reflextor.com/trac/a51
http://www.airprobe.org
http://www.gnuradio.org
http://www.ettus.com/products
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Link layer security - UMTS

Â 1° UMTS (Kasumi) cracking paper by 

Israelôs Weizmann Institute of Science

É http://www.theregister.co.uk/2010/01/13/gsm_

crypto_crack/

Â Still no public practical implementation

Â UMTS-only mode phones are not reliable

Mobile Hacking & Attack Vector

http://www.theregister.co.uk/2010/01/13/gsm_crypto_crack/
http://www.theregister.co.uk/2010/01/13/gsm_crypto_crack/

