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Who am |

A Passion in hacking, security, intelligence and telecommunci
A CTO & Founder at PrivateWAVE . We do mobile voice encr
APl ayi ng with security sinceée
A Playing with mobile since 2005

CI us:t



Key points & Agenda

A 1 Difference between mobile security & IT security
A 2 Mobile Device Security

A 3 Mobile hacking & attack vector

A 4 The economic risks

A 5 Conclusion

A \"'/ K

57 Lt

, Pk L
W L
2 u}
W =

L L o o

e Bl



Mobile Security

Introduction
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Introduction

Mobile phones today

A Mobile phones changed our life in past 15
years (GSM & CDMA)

£ Mobile phones became the most personal and
private item we own

A Mobile smartphones change our digital life in
past 5 years

eGrowing computational
e Diffusion of high speed mobile data networks
£ Real operating systems run on smartphones
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Introduction

Mobile phones today

symbian
0S
|y

*?2BlackBerry. & Mobile
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Introduction

| t OS S oOoOmet

A Mobile phones became the most personal
and private item we own

A Get out from home and you take:
£ House & car key
e Portfolio
£ Mobile phone
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Introduction

| t OS somet hi

£ phone call logs £ Voice calls cross
e addressbook trough It (VOlatile but
= emails non that much)
= smS £ Corporate network
. access

£ Mobile browser , .

history e GPS tracking data
£ documents
£ calendar
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Mobile Security

Difference between mobile
security & I'T security
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Difference between mobile security & IT Security

Too much trust

A Trust between operators
A Trust between the user and the operators
A Trust between the user and the phone

A Still low awareness of users on security risks
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Difference between mobile security & IT Security

Too difficult to deal with

A Low level communication protocols/networks are
closed (security trough entrance barrier)

A Too many etherogeneus technologies, no single way
to secure it

e Diffused trusted security but not omogeneous use
of trusted capabilities

A Reduced detection capability of attack & trojan
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Difference between mobile security & IT Security

Too many sw/hw platforms

A Nokia S60 smartphones
e Symbian/OS coming from Epoc age (psion)
A Apple iPhone
e IPhone OS - Darwin based, as Mac OS X - Unix
A RIM Blackberry
e RIMOS T proprietary from RIM
A Windows Mobile (various manufacturer)
e Windows Mobile (coming from heritage of PocketPC)
A Google Android

e Linux Android (unix with custom java based user operating
environment)
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Difference between mobile security & IT Security

Vulnerability management

A Patching mobile operating system is difficult

eCarri er often buil d custo
costs and not vendor costs

e Only some environments provide easy OTA
software upgrades

e Almost very few control from enterprise
provisioning and patch management perspective

e Drivers often are not in hand of OS Vendor
e Basend Processor run another OS
e Assume that some phones will just remain buggy
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Difference between mobile security & IT Security

Vulnerability count
N L
o GEEE
i SEBEE
'.".-TruIT;-.':; ‘Aol ' ' ‘ ' !
) o T
“BlackBerry. Y™™t L. GEEEE
“BlackBerry. Y™ L7, @EEE®
*>*BlackBer ."y 5ymhl§£ '-".-Truﬁ;.:'-d:r.i'.' i i i " i
“BlackBerry. symban £ S eS e
"*BlackBerry. symbian  £¥ CEEEE

Source: iSec
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Mobile Security

Mobile Device Security
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Mobile Device Security

Devices access and authority

A All those subject share authority on the device
e OS Vendor/Manufacturer (2)
e Carrier (1)
e User

e Application Developer
(1) Etisalat operator-wide spyware installation for Blackberry

(2) Blackberry banned from france government for spying risks
http://news.bbc.co.uk/2/hi/business/6221146.stm
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http://www.theregister.co.uk/2009/07/14/blackberry_snooping/

Mobile Device Security

Reduced security by hw desigr

A Poor keyboard ->
A Poor password

Type a passphrase: T G

PAdrtyn%!ter . nd@06 (|ewer [vulolr
Als|ofFafn]s]K]|L
Lz x[c]v]s|n]miL
= & I
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http://www.airprobe.org

Mobile Device Security

Reduced security by hw desigr

A Poor screen, poor control

& »r0

A User diagnostic capabilities T R
are I’educed_ NoO easy - .. Re: RE: eve... 19/06

SoctTe Gl :Aurel?o Ca... I: RE: event... 19/06

h k I f h The certificate for “My AU Mail” may " Z AL,"e'm Ca‘... R: RE: evep... 19/06

C e C | N g @) W i not be valid. Y W& Michael Ali... FW: RealTi... 19/06
' @ Alessandr... I: Controll... 19/06

e Cancer T Continue " W sarah@bp... RE: nomin... 19/06
@ Gordon Su... Out of Offi... 19/06
A Massimilia... RE: Visto D...

A Critical situation where user
analysis is required are
difficult to be handled (SSL,

Email)
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Mobile Device Security

Mobile security modél
old school

A Windows Mobile and Blackberry application

£ Authorization based on digital signing of
application

e Everything or nothing
£ With or without permission requests
£ Limited access to filesystem

A No granular permission fine tuning
Cracking blackberry security model with 100$ key

http://securitywatch.eweek.com/exploits_and_attacks/cracking_the blackberry with_a 10
0_key.html
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Mobile Device Security

Mobile security modé|
old school but Enterprise

A Windows Mobile 6.1 (SCMDM) and
Blackberry (BES)

£ Deep profiling of security features for centrally
managed devices
Able to download/execute external application
Able to use different data networks
Force device PIN protection
Force device encryption (BB)

Profile access to connectivity resources (BB)
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Mobile Device Security

Mobile security modél
IPhone

A Heritage of OS X Security model

A Centralized distribution method: appstore

A Technical application publishing policy

A Non-technical application publishing policy
AppStore Nniso a secu

A NO serious enterprise security provisioning
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Mobile Device Security

Mobile security modél
Android / Symbian

A Sandbox based approach (data caging)

A Users have tight control on application permissions

e Symbian so strict on digital signature enforcement but
not on data confidentiality

e Symbian require different level of signature depending
on capability usage

A Android support digital signing with self-signed
certificates but keep java security model

£ A lot of third party security application
A NO serious enterprise security provisioning
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Mobile Device Security

Brew & NucleOS

A Application are provided *exclusively* from mnu
facturer and from operator

A Delivery is OTA trough application portal of operator
A Full trust to carrier
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Mobile Device Security

Development language securit

A Development language/sdk security features
support are extremely relevant to increase
difficulties in exploiting

Blackberry RIMOS

J2ME MIDP 2.0

No native code

Iphone

Windows Mobile

Nokia/Symbian

Android/Linux

Objective-C

NET / C++

C++

Java & NDK

NX Stack/heap
protection

GS enhanced security

Enhanced memory
management

Java security model

Clusit
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Mobile Security

I\/Iobile&Hacking
Attack vector
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Mobile Hacking & Attack Vector
Mobile security research

A Mobile security research exponentially

Increased in past 2 years

e DEFCON (USA), BlackHat (USA, Europe, Japan), CCC(DE),
ShmooCon (USA), YSTS (BR), HITB (Malaysia),
CansecWest (CAN), EuSecWest)NL, GTS(BR), Ekoparty
(AR), DeepSec (AT) *CLCERT data

A Hacking environment is taking much more
Interests and attention to mobile hacking

A Dedicated security community:
e TSTF.net , Mseclab, Tam hanna
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Mobile Hacking & Attack Vector

Mobile security researeR008

E

E

DEFCON 16 - Taking Back your Cellphone Alexander Lash

BH DC / BH Europe i Intercepting Mobile Phone/GSM Traffic
David Hulton, Stevei

BH Europe - Mobile Phone Spying Tools Jarno Niemelai

BH USA - Mobile Phone Messaging Anti-Forensics Zane Lackey,
Luis Miras

Ekoparty - Smartphones (in)security Nicolas Economou, Alfredo
Ortega

BH Japan - Exploiting Symbian OS in mobile devices Collin
Mullineri

GTS-12 - iPhone and iPod Touch Forensics Ivo Peixinho

25C3i Hacking the iPhone - MuscleNerd, pytey, planetbeing

25C3 Locating Mobile Phones using SS7 7 Tobias Engeli Anatomy of
smartphone hardware Harald Welte

25C3 Running your own GSM network i H. Welte, Dieter Spaar
25C3 Attacking NFC mobile phones i Collin Mulliner
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Mobile Hacking & Attack Vector
Mobile security research 2009

e ShmooCon Building an All-Channel Bluetooth Monitor Michael
Ossmann and Dominic Spill

e ShmooCon Pulling a John Connor: Defeating Android Charlie Miller

e BH USAI Attacking SMS - Zane Lackey, Luis Miras i

e BH USA Premiere at YSTS 3.0 (BR)

e BH USA Fuzzing the Phone in your Phone - Charlie Miller, Collin Mulliner

e BH USA Is Your Phone Pwned? - Kevin Mahaffey, Anthony Lineberry &
John Heringi

e BH USA Post Exploitation Bliss i

e BH USA Loading Meterpreter on a Factory iPhone - Vincenzo lozzo &
Charlie Milleri

e BH USA Exploratory Android Surgery - Jesse Burns

e DEFCON 171 Jailbreaking and the Law of Reversing - Fred Von Lohmann,
Jennifer Granicki

e DEFCON 17 Hacking WITH the iPod Touch - Thomas Wilhelm

e DEFCON 17 Attacking SMS. It's No Longer Your BFF - Brandon Dixon

e DEFCON 17 Bluetooth, Smells Like Chicken - Dominic Spill, Michael
Ossmann, Mark Steward
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Mobile Hacking & Attack Vector
Mobile security research 2009

e BH Europei Fun and Games with Mac OS X and iPhone Payloads - Charlie
Miller and Vincenzo lozzoi

e BH Europe Hijacking Mobile Data Connections - Roberto Gassira and
Roberto Piccirilloi

e BH Europe Passports Reloaded Goes Mobile - Jeroen van Beek
e CanSecWesti The Smart-Phones Nightmare Sergio 'shadown' Alvarez

e CanSecWest - A Look at a Modern Mobile Security Model: Google's
Android Jon Oberheidel

e CanSecWest - Multiplatform iPhone/Android Shellcode, and other smart
phone insecurities Alfredo Ortega and Nico Economou

e EuSecWest - Pwning your grandmother's iPhone Charlie Milleri

e HITB Malaysia - Bugs and Kisses: Spying on Blackberry Users for
FunSheran Gunasekerai YSTS 3.0/

e HITB Malaysia - Hacking from the Restroom Bruno Gongcalves de Oliveira

e PacSec - The Android Security Story: Challenges and Solutions for Secure
Open Systems Rich Cannings & Alex Stamos
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Mobile Hacking & Attack Vector
Mobile security research 2009

e DeepSec - Security on the GSM Air Interface David Burgess, Harald Welte
e DeepSec - Cracking GSM Encryption Karsten Nohli

e DeepSec - Hijacking Mobile Data Connections 2.0: Automated and
Improved Roberto Piccirillo, Roberto Gassirai

e DeepSec - A practical DOS attack to the GSM network Dieter Spaar
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Mobile Hacking & Attack Vector

Attack layers

A Mobile are attacked at following layers

E
E

E

_ayer2 attac
_ayer4 attac

_ayer/ attac

ks (GSM, UMTS, WiFi)
KS (SMS/MMS interpreter)

ks (Client side hacking)

Layer3 (TCP/IP) is generally protected by mobile

CI usit

operators by filtering inbound connections
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Mobile Hacking & Attack Vector

Link layer securityGSM

A GSM has been cracked with -
2k USD hw equipment G S m”‘“
ASSOCIATION

3 - Ab1
rainbowtable cracking software

3 - GSM interception
software

£ - Software defined
radio

3 - USRP2i

Cheap software radio
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http://reflextor.com/trac/a51
http://www.airprobe.org
http://www.gnuradio.org
http://www.ettus.com/products

Mobile Hacking & Attack Vector

Link layer securityUMTS

A 1° UMTS (Kasumi) cracking paper by
| srael 60s Weil zmann | nst |

E

A Still no public practical implementation
A UMTS-only mode phones are not reliable
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http://www.theregister.co.uk/2010/01/13/gsm_crypto_crack/
http://www.theregister.co.uk/2010/01/13/gsm_crypto_crack/

